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In 2021, the federal government published a proposal for online harms regulations. The 
International Civil Liberties Monitoring Group (ICLMG) joined many other organizations and 
experts in opposing significant parts of that proposal.1 The government responded by engaging 
in further consultation, resulting in the introduction of Bill C-63, An Act to enact the Online 
Harms Act, to amend the Criminal Code, the Canadian Human Rights Act and An Act respecting 
the mandatory reporting of Internet child pornography by persons who provide an Internet 
service and to make consequential and related amendments to other Acts, in March 2024. 
 
Bill C-63 responds in many ways to the critiques that ICLMG and others leveled regarding the 
first proposal: 

• While still including seven different categories of harms,2 it proposes more severe rules 
around content moderation for the sharing of “content that sexually victimizes a child or 
revictimizes a survivor” as well as “intimate content communicated without consent,” as 
opposed to one approach for all seven harms. 

• There is no explicit requirement that would require platforms to monitor all content in 
order to identify and remove harmful posts. 

• The main focus is on the regulation of platforms, in the form of obligations to create and 
follow online safety plans, and not on policing all users. 

• Except for content that sexually victimizes a child, there is no requirement for 
mandatory reporting of content or users to the RCMP or CSIS. 

• There are no proposals to create new CSIS warrant powers. 

• There are greater rules around platform accountability, transparency and reporting. 
 
However, there remain serious areas of concern: 

• Part 1 of the Act: 
o The harm of “content that incites violent extremism or terrorism” is overly broad 

and vague, and encompasses kinds of activities that are not defined in law, 
opening the likely possibility of excessive censorship. Further, given the inclusion 
of the online harm of “content that incites violence,” it is redundant and 
unnecessary. 

o The definition of “content that incites violence” is also overly broad, allowing for 
the possibility of content advocating for protest and civil disobedience to be 
made inaccessible on social media platforms. 

o While not explicitly requiring platforms to proactively monitor content, the Act 
does not disallow such actions either. 

 
1 International Civil Liberties Monitoring Group, “Submission to the federal government’s consultation on its 
proposed approach to address harmful content online.” 25 September 2021. Online: https://iclmg.ca/wp-
content/uploads/2021/10/Online-Harms-Submission-ICLMG.pdf   
2 (a) intimate content communicated without consent; (b) content that sexually victimizes a child or revictimizes 
a survivor; (c) content that induces a child to harm themselves; (d) content used to bully a child; (e) content that 
foments hatred; (f) content that incites violence; and (g) content that incites violent extremism or terrorism. 

https://iclmg.ca/wp-content/uploads/2021/10/Online-Harms-Submission-ICLMG.pdf
https://iclmg.ca/wp-content/uploads/2021/10/Online-Harms-Submission-ICLMG.pdf
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o Lack of clarity in the definition of what is considered a regulated service could 
lead to platforms being required to monitor, and likely “break”, encryption tools 
that protect online privacy. 

o Platforms would be required to preserve certain data relating to posts alleged to 
incite violence or to incite violent extremism or terrorism for one year; this is 
likely to ensure that the data is available if law enforcement receive judicial 
authorization to request it. However, the current wording leaves the breadth of 
the requirement uncertain and in need of clarification/narrowing. 

o While the Act lays out transparency requirements for online platforms, it fails to 
include algorithmic transparency in regard to how content is recommended. 
 

• Part 2 of the Act: 
o This section amends Canada’s existing hate crime offences and creates a new 

stand-alone hate crime offence, and is only tangentially related to Part 1. It has 
raised serious concerns among human rights and civil liberties advocates in 
regard to the breadth of the offences and the associated penalties. As it does not 
touch explicitly on counter-terrorism concerns, it falls outside of ICLMG’s 
mandate so we will be limiting our comments. However, this does not signal that 
there is not a significant need for amendments and for consideration of splitting 
Parts 2 and 3 from the bill to be considered separately. 

 
Below we detail proposals to address some of our specific concerns. 
 

The harm of “content that incites violent extremism or terrorism” is overly 
broad, redundant and will impact free expression 
 
The Online Harms Act, set out in Part 1 of Bill C-63, sets out seven distinct forms of harm. This 
includes “content that incites violent extremism or terrorism” as well as the very closely 
related, “content that incites violence.” These are defined as: 
 

content that incites violent extremism or terrorism means content that actively 
encourages a person to commit — or that actively threatens the commission of — for a 
political, religious or ideological purpose, an act of physical violence against a person or 
an act that causes property damage, with the intention of intimidating or denouncing 
the public or any section of the public or of compelling a person, government or 
domestic or international organization to do or to refrain from doing any act, and that, 
given the context in which it is communicated, could cause a person to commit an act 
that could cause 

(a) serious bodily harm to a person; 
(b) a person’s life to be endangered; or 
(c) a serious risk to the health or safety of the public or any section of the public.  

 
content that incites violence means content that actively encourages a person to 
commit — or that actively threatens the commission of — an act of physical violence 
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against a person or an act that causes property damage, and that, given the context in 
which it is communicated, could cause a person to commit an act that could cause 

(a) serious bodily harm to a person; 
(b) a person’s life to be endangered; or 
(c) serious interference with or serious disruption of an essential service, facility 
or system. 

 
Both harms are nearly identical, save for two aspects: First, the definition of incitement to 
terrorism includes a motivation factor for such violence, and not simply the incitement to 
violence itself. Second, in the “content that incites terrorism” provision, (c) is in regard to 
“serious risk to the health or safety of the public” and in the “content that incites violence” 
provision (c) is in regard to “serious interference with or serious disruption of an essential 
service, facility or system”. 
 
Notably, the Criminal Code definition of terrorism includes both of these components, further 
highlighting the relationship between these two harms.3 
 
These two forms of harm are treated similarly throughout the Online Harms Act, requiring 
platforms to take the same precautions in order to minimize the harm they may cause. Both 
harms are also subject to the same unique requirement under s. 63(1) that platforms retain 
information about content falling under these two categories for a year (in order to, for 
example, ensure law enforcement has the opportunity to lawfully request such information to 
aid in an investigation). 
 
Given the similarities of these two harms, and given the subjective nature of the concepts of 
“terrorism” or “extremism”, as opposed to the more objective harm of “violence,” we would 
recommend that both harms be combined under one category, namely “incitement to 
violence,” albeit with additional safeguards in place. This is for two reasons: 
 
1. The motivation for sharing content that incites violence should not be a factor 
 
“Terrorism,” and with it “extremism,” are subjective terms based on the interpretation of the 
motivations for a certain act: some acts may be viewed as terrorism, while others may be 
viewed as legitimate – and legally protected – political speech, action or resistance. The result is 
that acts of dissent that criticize governments, challenge the status quo or attempt to sway 
public opinion, become stigmatized and criminalized, not because of the act itself, but the 
alleged motivation behind the act. 
 
This subjectivity has seen accusations of support for “terrorism” weaponized against specific 
communities, most often those that are already facing marginalization and may be more likely 
to seek recourse through protest and dissent. 
 

 
3 Criminal Code s. 83.01 (1) 
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In Canada, for example, the Muslim community has faced decades of being unjustly labeled as 
being linked to terrorism, leading to greater levels of surveillance, disproportionate 
criminalization, and targeted censorship of online content.4 It is this same concern that has 
underpinned our coalition’s call, over the past two decades, for the rescinding of anti-terrorism 
provisions in favour of using existing parts of the Criminal Code that do not rely on subjective 
determinations of motivations for a particular offence, and which can be misused for political 
purposes or applied in discretionary ways. 
 
Studies have documented that social media platforms over-moderate content that expresses 
divergent, dissenting or controversial views under the auspices of addressing “terrorist 
content.”5 Moreover, research has also shown that the content associated with certain 
communities or in support of certain causes is more likely to be viewed as associated with 
“terrorism.”6 
 
The result is that by including “terrorism” as a motivating factor for posts that incite violence, 
the Act runs the risk of causing bias against language that is not in fact urging violence, but is 
seen as doing so because of personal or societal views about what is considered “terrorism” or 
“extremism.”  
 
“Incitement to violence” alone would still capture any incitement to violence that arises from 
“terrorist” or “extremist” language; further definition of what the incitement consists of is not 
just unnecessary, but could be harmful in and of itself. 
 
For example, we have recently seen how those who participated in encampments on campuses 
in support of Palestinian human rights were accused of engaging in violence and de facto 
supporting a terrorist organization, despite the presence of evidence to the contrary, or a lack 
of evidence to support such claims. 
 
It would be entirely possible that under the rules proposed by Bill C-63, a call to participate in 
an encampment of this type could be viewed by content moderators of a social media platform 
– or even the new Digital Safety Commissioner – as “encouraging” terrorist violence that places 
the public at risk, and should therefore be rendered inaccessible. 
 

 
4 ICLMG, Brief to the National Action Summit on Islamophobia. 16 July 2021. Online: https://iclmg.ca/wp-
content/uploads/2021/07/ICLMG-Brief-to-the-National-Action-Summit-on-Islamophobia.pdf  
5 Biddle, S., “Revealed: Facebook’s Secret Blacklist of “Dangerous Individuals and Organizations,” The Intercept. 12 
October 2021. Online:  https://theintercept.com/2021/10/12/facebook-secret-blacklist-dangerous/  
6 See: 7amleh – The Arab Center for the Advancement of Social Media, “Palestinian Digital Rights, Genocide, and 
Big Tech Accountability.” September 2024. Online: https://7amleh.org/2024/09/15/report-on-palestinian-digital-

rights-in-the-context-of-genocide-and-big-tech-accountability-one-year-after-the-war-on-gaza-en; Human Rights 

Watch, “Meta’s Broken Promises.” 21 December 2023. Online: https://www.hrw.org/report/2023/12/21/metas-
broken-promises/systemic-censorship-palestine-content-instagram-and; and Biddle, S., “Facebook and Instagram 
Restrict the Use of the Red Triangle Emoji Over Hamas Association,” The Intercept. 2 October 2024. Online: 
https://theintercept.com/2024/10/02/meta-facebook-instagram-red-triangle-
emoji/?utm_medium=email&utm_source=The%20Intercept%20Newsletter   

https://iclmg.ca/wp-content/uploads/2021/07/ICLMG-Brief-to-the-National-Action-Summit-on-Islamophobia.pdf
https://iclmg.ca/wp-content/uploads/2021/07/ICLMG-Brief-to-the-National-Action-Summit-on-Islamophobia.pdf
https://theintercept.com/2021/10/12/facebook-secret-blacklist-dangerous/
https://7amleh.org/2024/09/15/report-on-palestinian-digital-rights-in-the-context-of-genocide-and-big-tech-accountability-one-year-after-the-war-on-gaza-en
https://7amleh.org/2024/09/15/report-on-palestinian-digital-rights-in-the-context-of-genocide-and-big-tech-accountability-one-year-after-the-war-on-gaza-en
https://www.hrw.org/report/2023/12/21/metas-broken-promises/systemic-censorship-palestine-content-instagram-and
https://www.hrw.org/report/2023/12/21/metas-broken-promises/systemic-censorship-palestine-content-instagram-and
https://theintercept.com/2024/10/02/meta-facebook-instagram-red-triangle-emoji/?utm_medium=email&utm_source=The%20Intercept%20Newsletter
https://theintercept.com/2024/10/02/meta-facebook-instagram-red-triangle-emoji/?utm_medium=email&utm_source=The%20Intercept%20Newsletter
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However, the exact same statement calling for participation in, for example, an encampment 
for the Occupy movement of a decade ago, or in support of gender rights, would likely not be 
viewed as encouraging violence. This is not because of a difference in the level of incitement to 
violence or the risk of violent incidents, but rather because of the motivation behind organizing 
or engaging in a specific form or protest. 
 
Limiting the proposed harmful content to “incitement to violence” would in large part address 
this problem by removing the necessity to judge whether an individual is calling for violence 
based on a subjective qualifier rather than the actual act of violence itself. 
 
2. Proposed harm contains undefined criteria not included in the Criminal Code 
 
Another concern is that parts of the language used in the definition of “content that incites 
violent extremism or terrorism” are undefined in law, thereby going beyond what is deemed 
illegal in the Criminal Code. This contradicts one of the government’s key justifications for the 
seven harms, namely that that they align with the Criminal Code and do not expand existing 
offences. 
 
While terrorism is defined in law, extremism is not. This is for good reason, given the broad 
nature of what can be viewed as “extreme.” However, it means that, beyond deciding what 
may be an incitement to violence, platforms would be asked to define what it considered 
“extremism.” This further raises the real concern that it can be applied in either overly broad, 
political or discretionary ways to suppress protected communications online. 
 
Moreover, the harm is triggered by content that “actively encourages” terrorism or violent 
extremism. This is an incredibly low threshold, much too low to justify a restriction on freedom 
of expression. It also, once again, does not align with the Criminal Code, which punishes either 
“instructing” or “counselling” a terrorist activity7 or “incitement” to hatred.8 
 

 
 

The definition of “content that incites violence” lacks guardrails to protect 
freedom of expression 
 

 
7 Criminal Code ss. 83.21, 83.22 and 83.221 
8 Criminal Code s. 319 

Recommendation 1: 
 
That the harm of “content that incites violent extremism or terrorism” be removed from 
section 2(1) of Bill C-63. 
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The criteria of what kinds of harms constitute “incitement to violence” is also unduly broad and 
risks being applied to communications protected under the Canadian Charter of Rights and 
Freedoms. There are three areas where the definition should be improved. 
 
First, “actively encourages a person to commit” is a low threshold that could capture language, 
including language that is distasteful, that is protected under s.2(b) of the Charter and does not 
pose a realistic risk of leading to violence. Instead “actively incites a person to commit” would 
be more Charter-compliant. 
 
Second, as currently worded, the content would need to reach the threshold that it “could 
cause a person to commit an act that could cause […]”. The double use of “could” creates a very 
low threshold for whether or not the content posted results in violence; this is much too low to 
justify restrictions on free expression. Instead, the threshold in both instances should be “likely 
to cause.” 
 
Third, subsection (c) of the definition states that one threshold for content to be considered 
“inciting violence” is if it could lead to “serious interference with or serious disruption of an 
essential service, facility or system.”  
 
“Essential service, facility or system”” is not defined in Bill C-63, and is a departure from other 
legislation that considers disruption of “critical infrastructure” or even “essential 
infrastructure,” but not an “essential service.” 
 
This would leave it to social media platforms, or the new Commissioner, to determine what is 
both “essential” and what is considered a “serious disruption.”  
 
Coupled with the fact a violent act includes damage to property, this could result in a wide 
range of protest activity being captured. In particular, it raises concerns about how this 
provision could be used to make inaccessible content related to acts of civil disobedience that 
“could” cause a person to commit an act that “could” result in the disruption of an essential 
service, but that is otherwise considered an acceptable act of protest. For example, Indigenous 
Land Defenders have often called for individuals to join them in protests that block highways or 
railways, or prevent access for certain industries to their territory. Student protesters in Quebec 
have at times blocked access to financial centres, while peace activists have often aimed to 
block access to arms manufacturers or ports. Each of these could be viewed as disruption of an 
essential service, and come with the risk of property damage. Sharing information related to 
these events, even invitations to join, should not be censored by social media companies – but 
under Bill C-63, it likely would. 
 
While better defining “essential service, facility or system” could address this, another solution 
would be to include an exception for certain forms of activities. There is already precedent for 
this in certain sections of the Criminal Code, including 83.01(1.1). We would propose similar 
language, such as: 
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For greater certainty, “incitement to violence” does not include: 
(a) the expression of a political, religious or ideological thought, belief or opinion; 
(b) calls for acts of protest or advocacy;  
(c) calls for work stoppage or labor action;  
(d) academic work;  
(e) works of journalism; or 
(f) works of artistic expression 

 
 

Protections against proactive searches and biased algorithms 

 
A key concern with previous proposals to address online harms has been the possibility that 
platforms would be required to proactively search all content in order to monitor for online 
harms, that the algorithms that would be necessary to do so would be overly broad in capturing 
content in order to minimize risk, and that such efforts could also be biased against certain 
kinds of language and certain communities. 
 
The government has taken some steps to address these issues, including: 
 

Recommendation 2: 
 
That the harm of incitement to violence be amended as follows: 
 

content that incites violence means content that actively encourages incites a 
person to commit — or that actively threatens the commission of — an act of 
physical violence against a person or an act that causes property damage, and 
that, given the context in which it is communicated, could is likely to cause a 
person to commit an act that could is likely to cause 

(a) serious bodily harm to a person; 
(b) a person’s life to be endangered; or 
(c) serious interference with or serious disruption of an essential 
service, facility or system. 

 
For greater certainty, content that incites violence does not include: 

(a) the expression of a political, religious or ideological thought, belief or 
opinion; 
(b) calls for acts of protest or advocacy;  
(c) calls for work stoppage or labor action;  
(d) academic work;  
(e) works of journalism; or 
(f) works of artistic expression 
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• In section 7(1), stating that “Nothing in this Act requires an operator to proactively 
search content on a regulated service that it operates in order to identify harmful 
content.”  

• In section 27, stating that “When making regulations and issuing guidelines, codes of 
conduct and other documents, the Commission must take into account (a) freedom of 
expression; (b) equality rights; (c) privacy rights; (d) the needs and perspectives of the 
Indigenous peoples of Canada; and (e) any other factor that the Commission considers 
relevant.” 

• In section 55 (2), stating that in judging the adequacy of the measures to mitigate 
exposure to harmful content that the operator of a social media services puts in place 
the Commission must take into account, among other factors, “(d) whether the 
measures are designed or implemented in a manner that is discriminatory on the basis 
of a prohibited ground of discrimination within the meaning of the Canadian Human 
Rights Act.” 

• In section 55 (3), that the obligation to mitigate exposure to harmful content under 
subsection 55 (1) “does not require the operator to implement measures that 
unreasonably or disproportionately limit users’ expression on the regulated service.” 

 
While these attempt to ensure the protection of freedom of expression and guard against 
discrimination, the language could be greatly improved. 
 
For example, sections 7(1) and 55(3) state that platforms are not “required” to proactively 
search content or “implement measures that unreasonably limit users’ expression.” However, 
these sections do not explicitly prohibit platforms from taking those kinds of actions in fulfilling 
their obligations. Theoretically, the Commissioner could raise concerns if it sees platforms going 
too far in their moderation, or that they are engaging in discriminatory moderation practices. 
However, this is not certain. 
 
Further, such proactive searches would be predicated on automated moderation tools based on 
proprietary algorithms. Given that the Act does not explicitly require algorithmic transparency, 
it would be impossible to ensure whether or not these algorithms are biased or on what basis 
they determine that content is harmful. 
 
Instead, Bill C-63 should include stronger language that explicitly prohibits platforms from 
engaging in these activities. We would support changes regarding restrictions on proactive 
searches (originally proposed by colleagues at OpenMedia), as well as amendments for 
algorithmic transparency, as proposed by the Centre of Law and Democracy. 
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Duty to preserve certain harmful content 
 
Bill C-63 sets out a new “duty to preserve certain harmful content” on social media platforms: 
 

Recommendation 3: 
 
A. Add criteria to 55(2) requiring the Digital Safety Commissioner to consider and reject 
plans that depend on proactive surveillance or cataloguing of user content beyond 
proportional measures necessary to fulfill objective 7(2), as originally proposed by 
OpenMedia. 
 
B. Implement the Centre for Law and Democracy’s recommended amendment to s. 62(1) of 
the Act: 

62 (1) The operator of a regulated service must submit a digital safety 
plan to the Commission in respect of each regulated service that it 
operates. The digital safety plan must include the following information 
in respect of the period provided for in the regulations: … 

(j) information respecting the topics, and a summary of the 
findings, conclusions or recommendations, of any research 
conducted by or on behalf of the operator with respect to …  

(iii) design features of the service that pose a risk of 
significant psychological or physical harm including design 
of recommender systems and any other relevant 
algorithmic system, the content moderation systems, 
applicable terms and conditions and their enforcement, 
systems for selecting and presenting advertisements and 
data related practices; 
(iv) the influence of any intentional manipulation of the 
regulated service, including by inauthentic use or 
automated exploitation of the regulated service, as well 
as the amplification and potentially rapid and wide 
dissemination of illegal content and of information that is 
incompatible with the regulated service’s terms and 
conditions. 
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Duty to preserve certain harmful content 
63 (1) If the operator of a regulated service makes inaccessible to all persons in 
Canada content that incites violence or content that incites violent extremism or 
terrorism, the operator must preserve that content, and all other computer data 
related to it that is in the operator’s possession or control, for a period of one 
year beginning on the day on which the content is made inaccessible. 

 

“Computer data” is the same as the definition found in subsection 1(1) of An Act respecting the 
mandatory reporting of Internet child pornography by persons who provide an Internet service: 
 

computer data means representations, including signs, signals or symbols, that 
are in a form suitable for processing in a computer system. 

 
After the one-year retention period expires, platforms are expected to destroy the 
retained content, and any associated documents, unless they would normally retain it 
for their own business practices or are required to retain it under a judicial order (i.e., a 
preservation order made under the Criminal Code, or, as recently established with the 
Countering Foreign Interference Act, under the CSIS Act). 
 
Importantly, this does not apply to content that was never made accessible online (for 
example, content that is blocked pre-emptively by a platform’s moderation system).  
 
While retaining content that incites violence (on the proviso that the recommendations made 
earlier in this brief are adopted) is an understandable policy goal, it is important that the 
breadth of information that a platform is required to retain is clearly defined in order to 
prevent undue infringement on privacy rights, particularly of users other than the person who 
posted the content. Failing to do so would result in an unacceptable opportunity for online 
surveillance. 
 
For example, the definition of computer data would include metadata about the post that is 
rendered inaccessible: the basic subscriber information of the user, the IP address and 
geolocation of where the content was posted from, the date and time, the kind of device that 
was used, etc. However, it could also include information related to individuals who interacted 
with a piece of content while it remained accessible: who downloaded, reacted to, shared, 
forwarded, etc., the content. It could also include which groups a piece of content was shared 
in; could the information related to who are members of such groups also be included?  
 
Other examples could include: 

• An X (Twitter) user bookmarks a post that is considered incitement to violence for 
research purposes. 

• A Facebook user re-shares content, already posted to the platform, that is considered an 
incitement to violence in order to denounce it. 

 



 12 

Such acts would not meet the threshold of actively encouraging or inciting a violent act, but 
could possibly end up being retained under the current definition. Data related to how other 
users interact with a piece of content should not be retained simply because they are 
associated with the “computer data” of that piece of content. Rather, it must be limited to 
actions that clearly entail communicating content that incites violence.  
 
This becomes much more worrisome if our recommendations to remove “content that incites 
violent extremism or terrorism” is not adopted. The breadth of content that could be 
considered harmful under that definition would likely result in vast troves of information 
unrelated to actual incitement to violence being retained by social media platforms, meaning 
an even broader amount of information related to posts, and potentially other users, could also 
be retained under the guise of “computer data,” if changes to this section are not made. 
 
While such a clarification could be made by the Digital Safety Commissioner via regulation, we 
believe that it should be explicitly defined in the law.  

 

 
Protection of private communications and encryption 
 
Positively, Bill C-63 makes clear that the intent is not to capture private messaging tools (see, 
for example, sections 5 and 6 of the bill). 
 
At the same time, a lack of clarity means that the definition of private messaging in s. 6(2) does 
not clearly cover all private messaging instances. In particular, there is the possibility that 
private messaging services that allow for an unlimited number of participants in a conversation, 
including those that use encryption, could be included. For example, WhatsApp – a private 
messaging service – allows for WhatsApp Channels, which can contain an unlimited number of 
participants. Under Bill C-63, this would be considered a regulated service because of the 
unlimited nature of the audience. While the inclusion of these channels themselves raises some 
concerns, it is near-future scenarios that raise the greatest question. Currently, WhatsApp is 
proposing to add end-to-end encryption to “WhatsApp Channels.” If that were to occur, 
platforms would likely then be expected to find a backdoor, or a way to break the encryption, in 
order to monitor the content being shared. Once encryption is subverted in one instance, it 
would be highly likely that protection of encrypted messages in other circumstances would also 
be undermined. 
 

Recommendation 4: 
 
Amend section s. 63 to specify that data related to how users, other than the initial poster, 
interact with content cannot be retained as “associated data,” except in situations where 
such interaction itself is considered an incitement to violence.  
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The current wording of s. 6(2) lacks clarity on this issue, and could likely lead a future Digital 
Safety Commissioner to make a ruling that encrypted communication falls within the scope of 
regulated content. This could prove disastrous for encrypted messaging services by requiring 
platforms to “break” encryption that ensures privacy and security of online communication. 

 
 

Part 2: Amendments to the Criminal Code to amend existing and create new 
hate crime offences 
 
The focus of our coalition’s work is on the impact of anti-terrorism and national security laws 
on civil liberties and human rights in Canada. We therefore defer in general to other 
organizations with an expertise on hate offences, what is necessary to address rising levels of 
hateful actions in Canada, and how to ensure that they do not result in infringements of other 
Charter rights. 
 
However, we would be remiss to not express concern with our reading of the provisions in Part 
2, particularly regarding disproportionality in sentencing, and the creation of a new peace bond 
provision related to hate crimes and hate propaganda offences. 
 
This concern arises from our experience advocating for proportionality in sentencing for 
terrorism offences, as well as advocating against expanded speech-related offences related to 
terrorism. We see in the proposed provisions of Part 2 clear similarities which we believe will 
have negative impacts on civil liberties and Charter rights, and undermine the goals of the new 
provisions. 
 
First, Part 2, clause 15 of the Act creates the possibility of a hate offence to be laid in parallel to 
any other offence, under any Act of Parliament, if the offence is motivated by hatred. This hate-
related offence would carry a possible sentence of imprisonment for life. 

Recommendation 5: 
 
A. Amend s. 6 to specify that, “for greater certainty, no part of Bill C-63 should be 
understood as requiring regulated services to undermine or backdoor the security of private 
encrypted communications on their platforms.” OR 
 
B. Amend the definition of “private messaging feature” to remove part (b):  

For the purposes of subsection (1), private messaging feature means a 
feature that enables a user to communicate content to a limited number 
of users determined by the user and/or other participants in their 
communication channel. (dropping part (b)) 
 

(As originally proposed by OpenMedia) 
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This is in stark contrast to current terrorism offences in the Criminal Code, which are some of 
the most severe, but are limited to offenses undertaken in and of themselves, and not in 
parallel to other offences. Instead, terrorism is considered an aggravating factor at sentencing. 
This avoids the possibility that a minor offence – for example trespassing or mischief – could 
result in a separate charge risking a life sentence, which would be wholly disproportionate to 
the offence. Considering terrorist motivation as a factor at sentencing does not completely 
address this problem; there have still been cases where judges imposed disproportionate 
sentences for minor offenses due to an association with terrorism. However, it does ensure 
that there is not a doubling up of charges, and that the prosecution must make its case before 
an act is labeled “terrorism-motivated.” 
 
To make any offence, if motivated by hatred, liable for life in prison invites the real possibility of 
abuse or error, despite existing sentencing guidelines and principles of proportionality in 
sentencing. It also creates the possibility of individuals who would otherwise choose to proceed 
to trial if faced with a lesser sentence to decide instead to take a plea, not because of guilt but 
because of the fear of an extraordinary sentence.9 
 
Finally, as written, the provision risks having an even more outsized impact on non-citizen 
residents of Canada. If an offence carries with it a possible punishment of life imprisonment, it 
can be used to make a decision of inadmissibility, and to deny or revoke the refugee or 
permanent residence status of an individual, regardless of what sentence is actually imposed. 
This leads to deportation and the possibility of denial of entry.10 This includes situations where 
a refugee or permanent resident could face deportation to torture or persecution in their 
country of origin. 
 
Second, Part 2, clause 17, creates a new peace bond provision based on “fear of hate 
propaganda offence or hate crime.” Once again, we would draw on our concerns about the 
peace bond provisions for terrorist activities. In cases of “fear of terrorism offence,” section 
810.011(1) of the Criminal Code specifies that a peace bond can be laid if a “person … fears on 
reasonable grounds that another person may commit a terrorism offence.” Importantly, speech 
related terrorism offences are limited to instructing or counselling a terrorism offence. This is 
much narrower than “hate propaganda,” which is a broader speech offence with a much lower 
threshold. This raises important concerns around impacts on free expression and the pre-
emptive policing of speech.  
 
Further, we have concerns regarding the use of peace bonds overall in the terrorism context. 
While some have been used in cases where there was a genuine threat, in other circumstances 
they appear to be used simply when it is difficult to lay formal criminal charges – not when 

 
9 Kent Roach, “Canada’s False Guilty Pleas: Lessons from The Canadian Registry of Wrongful Convictions”, (2023) 
4(1) Wrongful Conviction Law Review 16; Dianne L. Martin, “Distorting the Prosecution Process: Informers, 
Mandatory Minimum Sentences, and Wrongful Convictions”, 39 Osgoode Hall Law Journal 513.   
10 Immigration and Refugee Protection Act, SC 2001 c 27 at sections 36, 101(2), & 112(3); Immigration and Refugee 
Protection Regulations, SOR 2002/227 at section 229(1)(c).   
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there is a valid concern that a future terrorist activity will take place. Research has shown that 
the use of peace bonds in terrorism-related cases has moved the threshold in criminal law from 
a probabilistic to a possibilistic threshold. The dangers of this include “the difficulties of 
contesting accusations about future activities, the erosion of evidentiary standards, conjectural 
reasoning animated by the racialized character of the ‘war on terror,’ and a reverse onus placed 
on accused subjects in these proceedings.”11 
 
Given these concerns, we would urge the committee to seriously consider arguments that have 
been made by other organizations that propose significant changes to Part 2 of Bill C-63, 
including the BC Civil Liberties Association12 and the Canadian Civil Liberties Association,13 
among others, including the possibility of separating Parts 1 and 4 of the bill from Parts 2 and 
3.14 
  

 
11 Ahmad, F. and Monaghan, J. “From probabilities to possibilities: terrorism peace bonds, pre-emptive security, 
and modulations of criminal law.” Crime Law Soc Change 74, 341–359 (2020). https://doi.org/10.1007/s10611-
020-09909-y  
12 BCCLA, “What’s in Bill C-63, and why we are alarmed,” 30 September 2024. Online at: 
https://bccla.org/2024/09/whats-in-bill-c-63-why-are-we-alarmed/  
13 CCLA, “CCLA Urges Substantial Amendments to the Online Harms Act,” 28 February 2024. Online at: 
https://ccla.org/press-release/ccla-urges-substantial-amendments-to-the-online-harms-act/  
14 “Joint Letter urges Justice Minister to split the Online Harms Act (Bill C-63),” 7 May 2024. Online at: 
https://amnesty.ca/human-rights-news/joint-letter-urges-justice-minister-to-split-the-online-harms-act-bill-c-63/  

https://doi.org/10.1007/s10611-020-09909-y
https://doi.org/10.1007/s10611-020-09909-y
https://bccla.org/2024/09/whats-in-bill-c-63-why-are-we-alarmed/
https://ccla.org/press-release/ccla-urges-substantial-amendments-to-the-online-harms-act/
https://amnesty.ca/human-rights-news/joint-letter-urges-justice-minister-to-split-the-online-harms-act-bill-c-63/
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About the International Civil Liberties Monitoring Group 
 
The International Civil Liberties Monitoring Group (ICLMG) is a national coalition of Canadian 
civil society organizations that was established after the adoption of the Anti-Terrorism Act of 
2001 in order to protect and promote human rights and civil liberties in the context of Canada’s 
counterterrorism activities and the so-called “War on Terror.” The coalition brings together 45 
NGOs, unions, professional associations, faith groups, environmental organizations, human 
rights and civil liberties advocates, as well as groups representing immigrant and refugee 
communities in Canada. 
 
Our mandate is to defend the civil liberties and human rights set out in the Canadian Charter of 
Rights and Freedoms, federal and provincial laws (such as the Canadian Bill of Rights, the 
Canadian Human Rights Act, provincial charters of human rights or privacy legislation), and 
international human rights instruments (such as the Universal Declaration of Human Rights, the 
International Covenant on Civil and Political Rights, the Convention against Torture and Other 
Cruel, Inhuman or Degrading Treatment or Punishment). 
 
Active in the promotion and defense of rights within their own respective sectors of Canadian 
society, ICLMG members have come together within this coalition to share their concerns about 
national and international anti-terrorism legislation, and other national security measures, and 
their impact on civil liberties, human rights, refugee protection, minority groups, political 
dissent, governance of charities, international cooperation and humanitarian assistance. 
 
Finally, further to its mandate, the ICLMG has intervened in individual cases where there have 
been allegations of serious violation of civil liberties and human rights. The ICLMG has also 
intervened to contest proposed legislation, regulations and practices that contravene the 
Canadian Constitution, other Canadian laws and international human rights standards.  
 
 


